MAFEE AR RBAE A S
B >

SREFHE | BRI C BRoRE

1. B ERREREE T AR el
2. BN EERREE T TR AHUK
3. REEREER T ZRIEIY

"W =

15 (B i SR S 2 S LA N b R FE 2 AR R 27 20 - (NI H 2 B0 0 iR
Bl SR RV ER R R B2 AN E SR - (TEEMZERERNER - ASUE
PR [E] it 4R %05 R B & 8 B R o2 BB B 0787 - HEAERA SRR -
RCRAVET R R B R i (S AR R AR » [N > ATTAAN B E A SR ARLLH E =
w5 > FS AR ARGETREATR ~ A AMERES - H AT E B R EE
KB USEEHELR > @B ERAZ AL -

B ENEE R - R - WEE ST S



A Remote Authentication Scheme with Elliptic Curve

Cryptography on Smart Cards

Shyi-Tsong Wu?, Bin-Chang Chieu? and Jung-Hui Chiu3

1. Lecturer, Department of Electronic Engineering,
National I-Lan University

2. Professor, Department of Electronic Engineering,
National Taiwan University of Science and Technology

3. Associate Professor, Department of Electrical
Engineering, Chang Gung University

Abstract

Elliptic Curve Cryptography (ECC) sustains equal security for a far small bit size
and gains more and more attention. Based on ECC, we proposed a remote
authentication scheme with smart cards. The scheme needs no password table to verify
the legitimacy of the login user. It allows the users to choose and change their password
freely rather than system computed un-human lengthy passwords. The scheme inherits
the merits of ECC of small key size, fast computation and saving communication
bandwidth.
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2 Introduction

In1981, Lamport [1] proposed a remote authentication with insecure communication. The scheme can resist replaying
attack, but it needs a password table for verifying the legitimacy of the login user. Then | D-based scheme [2-8] are proposed
to eliminate the drawback of using directory table. However in these schemes, the secret key corresponding to an ID is
assigned by password generation center. It is against the user’ s habit. Based on discrete logarithm problem, the password
authentication scheme proposed by Y ang and Shieh[9], further allowsthe users choose and change their password freely. But,
the scheme employs discrete exponential operation. It isvery time-consuming and not suited for smart card systems.

Elliptic curve cryptography is one of the best cryptographic techniques because of its small key size and high security
[20]. It provides the highest security strength per bit of any cryptosystem known today. ECC'’ s properties make it especialy
well suited to mobile communications and smart card systems.

Integrated the elliptic curve cryptography, 1D-based scheme and smart cards, we propose the remote authentication
scheme on smart card system. Our schemeinheritsboth the merits of elliptic curve cryptography and | D-based scheme. It not
only provides the same advantages as that of Yang and Shieh’ s scheme, but also significantly reduces the computation cost
and the bandwidth of communication for remote authentication. Low communication bandwidth, low computation costs, no
password table, and the permission of the random change of user’ s password make our scheme more user-friendly and
efficient.

I1. Elliptic curve cryptography

In this section, we introduce the elliptic curve cryptography. Elliptic curves are so named because they are described by
cubic eguations. The cubic equation for elliptic curvetakestheform:

yHaxy+by = x3+ox+dxte @)

where a, b, ¢, d and e are real numbers that satisfy some conditions[11]. Also included in the definition of any elliptic curve

isasingle element denotedO and called the point at infinity or the zero point.

Addition defined for an elliptic curve is stated as follows: If three points on an elliptic curve lie on a straight line, their
sum isO. Figure 1 shows example of elliptic curve addition. The addition rule of the three point (P, Q, -R) on the curveis
P+Q+(-R) =0, (-R) + R=0 andso P+Q=R.

In the field of characteristic p and the curve equation is y? = x>+ax2+b. Consider adding two distinct points P = (X, Y1)
and Q = (X, Y») to giveR = (X3, y3). The addition rule is defined as follows [11]:

R(%s, Y3) = P(x1, Y1) + Q(%2, ¥2), RO
where X3= 12 = x; =X,

V3= (% —Xa)l - Vi

and | = (v, —y1)/(x =) whenx; t %

orl = (3)(12 + a)/2y1 when X=X, Y1t 0

Multiplication of a point P on an elliptic curve by a positive integer s is defined as the sum of s copies of P. Thus
2P=P+P, 3P=P+P+P=2P+P, 4P=2P+2P, -- - . Itisvery difficult to find an integer s such that s*P = G, where the s* P indicates
stimes multiplication of the point P on an elliptic curve. Thisisthe Elliptic Curve Discrete Logarithm Problem (ECDLP).

Table 1 compares the key sizes needed for equivalent security strength in ECC with RSA and DSA. The key sizesare
considered to be equivalent strength based on MIPS years need to recover onekey [10]. From thistable, it is easy to seethat

the security strength of ECC isharder than the popular public key systems RSA and DSA.

I11. Proposed scheme

In this section, we propose an ECC based remote authentication scheme with smart card. The scheme is separated into
four phases: initialization, registration, login and authentication phase.

Some systematic setups will be performed in initialization phase. Prior to access remote system, a new user should
submit his identity and password to the key information center for registration in the registration phase, and the key
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information center will issue a smat card for the new user. In the login phase, the user attaches his smart card to the input
device terminal and keys in his identifier 1D; and password PW,. Then the terminal sends a login request message to the
remote host. During the authentication phase, the remote host verifies the correctness of the submitted message and decides
whether to accept thelogin request or not.

Initialization Phase: Firstly, an elliptic curve E with order p and a base point P are selected and made public to all users by
key information center. The key information center is responsible for generating key information, issuing smart cards to new
usersand serving password -changing request for the registered users.

Registration Phase: In the registration phase, the user i submits his identifier |D;and his choosing password PW, 1 Zp to
the key information center. That must be sent in person or over asecure channel. After receiving theregistration request, the
key information center performsthe following stepson curveE:
1. Compute A; = h(ID;, s)*P . 2
where sis a secret key maintained by the system and h(-) is a collision resistant oneway hash function. The hash
of the concatenation of messagem; and m, isdenoted as h(m;, my).
2. Compute B; = PW, * A,. 3)
3. Thekey information center personalizesthe smart card with the data: {1D;, A;, B;, h(-), E, P}.

Login Phase: If the user i wants to login the remote system, he attaches his smart card to the input device terminal, then
keysin hisidentifier ID;" and password PW". The smart card will perform the following operations.
1. Check the validity of thelD;". Whether thelD;" is equal to thelD; that is saved in the memory of the smart card. If they
arenot equal, thelogin processwill be aborted.
2. Perform the following two following operations on curve E:
B =PW *A ©)
Z,=h(T, B) )
where T isthe current dateand time and is used as atimestamp of theinput deviceterminal.
3. Send amessagem={ ID;", T, B{", Z;} to the remote system.

Authentication Phase: Asreceiving the messagemat thetimeof T™, the remote system authenticates the user by using the
following steps.
1. Verify theformatsof ID;" . If the format of 1D;" is not correct, then the system rejects the login request.
2. Veify the validity of timeinterval between Tand T™ . If (T"-T) OOT, where OT denotes the expected valid timeinterval
for transmission delay, then the remote system rejectsthelogin request.
3. Compute
Z' =h(T,B). (6)
Compare Z; and Z,. If they are equal, the system accepts the request of login, otherwise rejects the request. Thisis
becausethat
Z' =h(T,B/) =h(T, PW * A) (M
and
Z =h(T, Bj) = h(T, PW* A (8
If the equation Z = Z; holds, it indicates that the password PW," is equal to PW,, then the system accepts the login
request.

V. Security analysis

ECC delivers the highest strength per bit of any known public-key system because of the difficulty of ECDLP. The
security strength of our schemeisstrong asit isbased onthe ECDLP. We analyze the security of our scheme asfollows:
1. Replay attack (replaying an old login message {ID;", T, B;", Z; } in Login Phase) cannot work because it will fail in the
Step 2 of Authentication Phase for thetimeinterval (T"-T) OOT.
2. Anintruder may try to modify amessage{ID;", T, B;", Z;} into{ID;", T", B{", Z; }, where T" isthe current date and time,
to make the Step 2 of Authentication Phase succeed. However such modification will make Step 3 of Authentication

2



Phase fail for thatz” 0Z; .

3. No onecanforgeavalid parameter B;" or B; to satisfy the equationZ;" = Z;, because he will face the ECDLP of equation
(4) or the one-way hash function of equation (5).

4. Obtaining avalid messagem={ID;", T, B{", Z }, It is feasible to compute PW, because of the ECDLP.

5. To acquire PW, from the equation (3) is very difficult, because it will also face the ECDLP.

V. Discussions and conclusions

We have proposed an ECC based, user friendly, smart card remote authentication scheme without using a password file
or averification table. In this paper, we also analyze some possibl e attacks. Our scheme not only eliminatesthe drawback of
traditional 1D-based scheme of assigned un-human lengthy password but also reduces the bandwidth of communication. The
scheme inherits the merits of ECC with small key size and high security. Because of its small key size, it has the advantages
of lower computation power of processor, smaller bandwidth for communication and smaller memory needed in further
applications.

When a user wants to change his password, he can submit his smart card and choose a new password PW," to the key
information center in person or viaasecure channel. The system will perform thenew B asB;” = IDi* A;, then, writethe new
B into the user’ s smart card to replace the original B;. After the replacement of B;in the smart card of user i, user i can use
the new PW, to login. Because that the password is chosen freely by the user, it is easy to memorize for the user.
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v = xC+axtb
Fig 1 Elliptic Curve of Addition
Time to break in MIPS years | RSA/DSA key size ECC key size
10* 512 106
108 768 132
10" 1,024 160
10%° 2,048 210
10" 21,000 600

Table 1 Key Size Equivalent Strength Comparison



