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Abstract

The rise of Internet not only drives the rapid
development of network but also makes users' demand for
Internet service higher. On the other hand, Global System
for Mobile communication allows users access data and
service through mobile network due to the advancement of
access technology. It facilitates the convergence of Internet
and mobile network. To merge the two networks, 3GPP
standardized specifications for I[P Multimedia Subsystems.
It is an open standard architecture, bases on all-IP network
and provides a variety of services. At present, there is no

sufficient mechanism and strategy to assure the network
security of IP Multimedia Subsystem. Thus there are
many risks which include hacking, malicious usage,
forgery, masquerade, denial of service and SQL Injection.
Operators need an effective intrusion detection mechanism
to guarantee whole the components operate correctly. In
the paper, we purpose a rule-based intrusion detection
mechanism for IP Multimedia Subsystem to prevent
malicious behaviors, detect abnormal events real-time and
ensure the entire core network can keep operating correctly.

Keywords: IP Multimedia Subsystem (IMS), Intrusion
Detection System (IDS), Session Initiation
Protocol (SIP), Universal Mobile Tele-
communications System (UMTS), Global
System for Mobile communication (GSM).
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2.3 IMS# £ 2% # (Potential attacks in IMS )
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<?xml version="1.0" encoding="utf8" 7>

<!IELEMENT Packet (Time, Vector, Accept, Type,
SourcelP, SourcePort, DestIP, DestPort, Route,
ServiceRoute,SIP-Request-Method)>

<Rule Name = "Register">

<sip-method = "REGISTER">
<service-matrix-vector>1F,8F 4F,4B,8B,1B,1F,8F,4F,4B,8
B,1B,1F,2F,2B,1B</service-matrix-vector>
<service-matrix-message>REG,REG,REG,401,401,401,R
EG,REG,REG,200,200,200</service-matrix-message
<message number>50</message number>

<message interval>60</ message interval>

<alert content="REG Routing Error" From=$UE
Source=$IP>

<sip-method = "SUBSCRIBE">
<service-matrix-vector>1F,2F,2B,1B,2B,1B,1F,2F,8F 4F 4
B,8B,4B,8B,8F,4F</service-matrix-vector >
<service-matrix-message>SUB,SUB,200,200,NOT,NOT,
200,200,SUB,SUB,200,200,NOT,NOT,200,200</service-
matrix-message>

<alert content="SUB Routing Error" From=$UE
Source=$1P>

</Rule>

</xml>

AL £ o
From To ID| Vector Message
UE P-CSCF | 1 |Forward REGISTER
P-CSCF I-CSC | 8 |Forward REGISTER
I-CSCF | S-CSCF | 4 |Forward REGISTER
S-CSCF | I-CSCF | 4| Back 401 Unauthorized
I-CSCF | P-CSCF | 8 | Back 401 Unauthorized
P-CSCF UE 1| Back 401 Unauthorized
UE P-CSCF | 1 |Forward REGISTER
P-CSCF | I-CSCF | 8 |Forward REGISTER
I-CSCF | S-CSCF | 4 |Forward REGISTER
S-CSCF | I-CSCF | 4 | Back 2000K
I-CSCF | P-CSCF | 8 | Back 2000K
P-CSCF UE 1| Back 2000K
UE P-CSCF | 1 |Forward SUBSCRIBE
P-CSCF | S-CSCF | 2 |Forward SUBSCRIBE
S-CSCF | P-CSCF |2 | Back 2000K
P-CSCF UE 1 | Back 2000K
S-CSCF | P-CSCF |2 | Back NOTIFY
P-CSCF UE 1| Back NOTIFY
UE P-CSCF | 1 |Forward 2000K
P-CSCF | S-CSCF | 2 |Forward 2000K
P-CSCF | I-CSCF | 8 |Forward SUBSCRIBE
I-CSCF | S-CSCF | 4 |Forward SUBSCRIBE
S-CSCF | I-CSCF |4 | Back 2000K
I-CSCF | P-CSCF | 8 | Back 2000K
S-CSCF | I-CSCF |4 | Back NOTIFY
I-CSCF | P-CSCF | 8 | Back NOTIFY
P-CSCF | I-CSCF | 8 |Forward 2000K
I-CSCF | S-CSCF | 4 |Forward 2000K
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<?xml version="1.0" encoding="utf8" 7>

<IELEMENT Packet (Time, Vector, Accept, Type,
SourcelP, SourcePort, DestlIP, DestPort, Route,
ServiceRoute,SIP-Request-Method)>

<Rule Name ="BYE ">

<sip-method = "BYE">
<service-matrix-vector>1F,1B,1F,2F,7F,5F, 6 F</service-
matrix-vector>
<service-matrix-message>BYE,BYE,200,200,200,200,20
0</service-matrix-message>

<message number>50</message number>

<message interval>60</ message interval>

<alert content="BYE Attack Alter" From=$Sender
Source=$1P>

</Rule>

</xml>

Bl ¢3¢ 2BYERR]

6 435 (Conclusion)
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