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ABSTRACT

In this paper, we indicate two pairing-based remote user authentication scheme are insecure. First, a
proposed authentication scheme suffers from the impersonation attack. The malicious adversary
intercepts valid information from the login request, modifies it, and is able to impersonate the
legitimate user to pass the authentication. Secondly, we also point out another authentication scheme,
using bilinear pairing and elliptic curve cryptography, will suffer from the off-line dictionary attack.
Under the user selecting the same random number for two distinct login, the attacker could calculate
out the private secret of the user, and impersonate to be the legitimate user to login the system.
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l. Introduction

Remote user authentication scheme are essential in networked system because
they provide the mechanism allow the legitimate users to login the remote server.
Lamport first proposed a remote authentication scheme with insecure communication
[11]. The scheme can resist replaying attack, but it needs a password table to verify the
legitimacy of the user. If the password table is stolen by the adversary, the system will
be broken. From then on, many related remote user authentication schemes
[2],[5],[12],[14],[17] have been presented. In 2000, Hwang and Li [10] proposed a
new remote user authentication scheme. The remote system only keeps a secret key
but the user password table to authenticate the legitimacy of the users. Chan and
Chang [4] pointed out there is weakness in Hwang-Li’s scheme. In 2003, Shen et al.
proposed a modified version [13] against the Chan-Cheng’s attack. However, Leung

et al. [9] indicated the hole still exists.

In 2006, Wang and Chai proposed two secure remote user authentication
schemes using smart cards [16]. The first one is a variation of Hwang-Li’s scheme,
and the second one is based on the bilinear pairings. We cryptanalyze the
pairing-based remote user authentication schemes, and point out that Wang et al.’s
pairing-based remote user authentication scheme is insecure. It suffers from the
impersonation attack. The adversary is able to impersonate the legitimate user to pass

the authentication, login the remote system, and obtain the rights of legal user.

Besides, in [6], the authors proposed a novel remote user authentication scheme
using bilinear pairings, which allows a valid user to login to the remote system while
prohibiting too many users’ login with the same login-1D. However the scheme is

insecure against forgery attack, replay attack and insider attack [15]. Jia et al. repair
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the scheme and provide a new remote user scheme [8]. However, we will indicate this
scheme is insecure. It will suffer from the off-line dictionary attack. Without the
knowledge of password, the malicious attacker can impersonate to be the legitimate

user successfully.

The rest of the paper is organized as follows. The basic concepts of bilinear
pairings are introduced in Section Il. We then review Wang-Chai’s first authentication
scheme and present a cryptanalysis of the scheme in Section Il and Section IV. In
Section V, we introduce Jia et al.’s remote user authentication scheme and make a
cryptanalysis for the scheme in Section V1. Finally, we draw our conclusion in Section

VII.

I1. Bilinear Pairings

We briefly describe the basic definition and properties of the bilinear pairing in
this section. Let G; be an additive group of prime order q and G, be a multiplicative
group of the same order g. We assume that the discrete logarithm problem (DLP) in
both G; and G, are hard. Typically, G; will be a subgroup of the group of points on an
elliptic curve over a finite field, and G, will be a subgroup of the group of the
multiplicative group of a related finite field. Let & is the bilinear map from G;xG; to

G, on the elliptic curve and satisfies the following conditions:

Bilinear: &(P1+P2, Q) = é(P1, Q)-é(P2, Q), é(P, Q1+Q2) = &(P, Q1)-¢(P, Q) and é (aP,

bQ) =& (P, Q)* forall P, P;, P,,Q € Gyand a, b € Z, .
Non-degenerate: There exists a point P € G such that é(P, P) = 1.

Computability: There is an efficient algorithm to compute é(P, Q) € G, forall P, Q € Ga.

We note that the Weil or Tate pairing associated with supersingular elliptic
curves can be modified to create such bilinear maps [1], [7].
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I11. Review of Wang-Chai’s pairing-based remote user
authentication scheme

Remote user authentication is an important issue for practical wired and wireless
access control applications, such as Internet banking, online shopping, and resource
sharing. Remote user authentication schemes guarantee only the legal users have the
right to access the resource provided by the remote servers. In this section, we will
introduce Wang-Chai’s second user remote authentication scheme [16]. The scheme is
based on the pairings, and the knowledge proof of user’s password and time stamps
are used to construct the authentication mechanism. The remote system keeps a secret
for computing the user passwords and does not need to maintain password verification
table for verifying legal user. This pairing-based remote user authentication scheme is
divided into registration phase, login phase and authentication phase. We briefly

describe the procedures of the scheme as follows.

Registration Phase

In Registration Phase, the remote server first prepares some parameters for the
system. The notations are listed as follows:
q  asecure large prime
G: acyclic additive group of order g
G, acyclic multiplicative group of order q

P aspecific point in G,

D>

bilinear map from G;xG; to G,
Xs  the secret key owned by the remote server

H() {01} > Gi, a secure one-way MapToPoint hash
function
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When a new user U; submits his identity ID; to the remote server for registration,
the remote server first checks its validity and then computes the password PW; as

follows:

PWi = XS'H(|Di)
Then the server stores the public parameters {q, G1, P} to a smart card. Finally, the
server issues the smart card and PW; to the user U; via a secure channel.

Login Phase

When U; wants to login to the remote server, he inserts his smart card into the
terminal, and keys in his ID; and PW;. Then the smart card will perform the following

steps:
1. Select a random number r € [1,..., p-1].
2. Compute C; = r-P.

3. Pick up the current date and time T of the login device.

1

4. ComputeC, = T
+r

PW,.

5. Send the message C = {C;, C,, T, ID;} to the remote server.
Authentication Phase

Suppose that the remote server receives the message C at T, where T’ is the
current date and time of the system. Then the following operations are performed to

facilitate the authentication.

1. Check the validity of the identity ID;, if the format is incorrect, the login request

will be rejected.

2. Check the time interval between T and T’. if (T” = T) > AT, where AT is the

expected legal time interval for transmission delay, the system will reject the
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login request.
3. Check
é(T-P+Cyq, Cy) = é(P, xsH(1Dy)

If it holds, the system will accept the login request. Otherwise, the request

will be rejected. Since

é(T-P+Cy, Cy)

=é((T +r)-P,i‘PWi)
T+r

T+r)i

~ (
=8(P,PW,) T
=é(P,PW,)

=é(P,x,H(I1D;))

IV. Security analysis of Wang-Chai’s second scheme

Wang-Chai’s pairing-based remote user authentication scheme suffers from the
impersonation attack. In this scheme, the user U; is authenticated if the login request
message C = {Cy, C,, T, ID;} satisfies é(T-P+Cy, C,) = é(P, xH(ID;). Due to the
difficulty of Elliptic Curve Discrete Logarithm Problem, the computation is difficult
for the user U; to compute the secret key xs from the equation PW; = x;:H(ID;) so that
he can compute another user U;’s valid password via PW; = xs:H(ID;). In addition, it is
extreme difficult for the adversary to compute the password of a legitimate user PW;

and the remote server secret key xs from the login request {C1, C,, T, ID;}.

However, by another approach, to pass the authentication, the adversary does not
need to crack the password PW; and the system secret key xs. Eavesdropping a valid
authentication message C = {C;, C,, T, ID;}, the adversary can use the valid message

of a legitimate user and impersonate the user to login the remote system. He sends a
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modified authentication message C’ = {C;’, C,, t, ID;} to the remote system, where

C'=Cy+TP-tP

and the t is the current date and time while the illegitimate user logins. The modified
authentication message C’ will satisfy the authentication equation é(t-P+C;’, Cy) =
é(P, xsH(ID;), and the adversary will login the remote system successfully. It is

because that
é(t«P+Cl',C2)

=é(t-P+C1+T-P—t-P,L-PWi)
T+r

:é(r-P+T-P,i-PV\/i)
T+r

_&((T +1)-P,—1—-PW)
T+r

1
T+r

. (T+r)
=&(P,PW,)

=¢é(P,x,H(ID;))

Finally, the illegitimate user is able to pass the authentication phase and gains the
authority of the legitimate user.

In addition, the scheme is not user-friendly. It has the disadvantage that the
password of the user is assigned by the system. The lengthy assigned password does
not satisfy the user’s requirement and is also against the habit of the user. If the
password of user can be chosen and changed by the user himself, the system would be

more user-friendly.
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V. Review of Jia et al.’s remote user authentication scheme

In this section, we introduce and cryptanalyze Jia et al.’s remote user
authentication scheme [8]. Jia et al.’s scheme allows the valid user to login the remote
system, and time stamps used to assure the freshness of the login request message.
The scheme is based on bilinear pairings and ECC, and claimed that the replay attacks
and the forgery attacks can be blocked. The main of the scheme includes setup phase,

registration phase, and authentication phase. Firstly, we review the scheme as follows.
Initialization Phase

The remote server (RS) selects a private key s and computes his public key

Pubgs as
PUbRs =sP

Then the server publishes the parameters {G;, G, &, q, P, Pubgrs, H(-)} and keeps s

secret, where H(-): {0,1} — Gy, is a public one-way hash function.
Registration Phase

The user wants to be a legitimate one must register with the remote server before
he can get any service from the server. If user U; wants to register with the remote

server he executes the following steps:
1. U; submits his identity ID; and password PWi; to the RS.
2. On receiving the registration request, the RS computes:
Regipi = SH(ID;)+H(PW;)

3. RS personalizes a smart card with the parameters: {ID;, Regipi, H(:), P, Pubrs}
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and distributes the smart card to U; over a secure channel.

Authentication Phase

The authentication phase includes user’s login and RS’s verification. When user

U; wants to login to the RS, two steps must be followed:

1. U; inserts the smart card into the terminal and inputs his identity ID; and his
password PW;. If ID; and PW; are identical to those stored in the smart card, the

smart card performs the next step.
2. The smart card computes
DID; = T-Regpi
Vi = T-H(PW;)

where T is user system’s timestamp. Then the smart card will choose a random

integer k and encrypt DID; and V; via
Cl =kP
C,= (D|Di -V ) + kPubgs

After that the terminal can send the login request {ID;, C;, C,, T} to the remote

server over public channel.

On the receiving the login request {ID;, C;, C,, T}, RS performs the following

steps to verify the login request:

1. Verify the validity of time interval between the RS’s timestamp T" and T. If (T" -
T) < AT then RS go to step 2, otherwise it rejects. Here AT denotes the time

delay that is tolerable by both user and RS.
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2. Check to see whether
&(C, - sCy, P) = &(H(ID;), Pubgs)”

If it holds, RS accepts the login request, otherwise rejects. The deduction is

described as follows.
&(Cz-SCy, P)
= &((DID; - Vi ) + kPubgs - SCy, P)
= &((T-Regipi - T-H(PW)) + ksP - skP, P)
= &(T(SH(ID;)+H(PW;) - T-H(PW3), P)
= &(TsH(IDy), P)
= &(H(ID;), P)®
= 8(H(IDy), sP)"

= 8(H(ID;), Pubgs)"

V1. Security analysis of Jia et al.’s remote user authentication scheme

In this section, the trick of attacker for Jia et al.’s remote user authentication
scheme is introduced. In [8], user U; computes C;, C, and sends {ID;, C;, C,, T} to the
RS for login request. The wired or wireless login request message {ID;, C1, C,, T}
transmitted over public insecure communication channel might be eavesdropped,
further analyzed by some software tools, and stored in the database of computing
devices for future need. And the attacker can compute private secret of user U; after
got two Ujy’s different valid login request messages but both with the same Cy, i.e.,
{IDj, C4, Cy, T} and {ID;, C4, C,’, T'}, where C; = kP and k is a random number.
Although to obtain the {ID;, C;, C,, T} and the {ID;, C;, C,’, T’} is a probability
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problem. However, it is possible after long term of data mining and analysis. The
adversary could calculate out the private secret of U;, sH(ID;), by the two intercepted
login message {ID;, C1, C, T} and {ID;, C1, C,’, T’} via

sH(IDy) = (T"-T)™- (C;” - Cy)
It is because that
(C2'-Cy)
= (DIDy" - V') - (DID; - V)
= (T"-Regipi - T"*H(PW;)) - (T-Regipi - T-H(PW;))
=(T" - T)-(Regipi - H(PW))
= (T" = T)-(SH(IDy) + H(PW;) - H(PW))
= (T" = T)-sH(IDy)
So,
sH(IDy) = (T" = T)*(C2’ - C)
The calculation of (T” — T) is an easy work under the order g.

After the calculation of sH(ID;), the malicious attacker can always impersonate
to be the user U; without the knowledge of password PW;. He first selects a random
integer k', and calculates C; = k'P as well as C;” = T (sH(ID;)) + k Pubgs, here T is
the valid current system’s timestamp, and sH(ID;) had been calculated. Then he sends
the login request {ID;, C1", C,, T } to the RS. It will pass the authentication since that

8(C," - sC.", P) = &(H(ID;), Pubgs)™.

50



s v S8 T SR BT, 39-52 FI, 2008 F 2 £
Bulletin of College of Engineering, National Ilan University, NO. 4, P. 39-52, Feb. 2008

VI1I1. Conclusion

In this paper, we have presented cryptanalysis for both Wang-Chai’s

pairing-based remote user authentication scheme, and Jia et al.’s remote user

authentication scheme. Wang-Chai’s proposed scheme is not user-friendly, and suffers

from the impersonation attack. After intercepting a valid login request, the adversary

modifies it, and resubmits the modified request. Finally the illegal user will obtain the

right of legitimacy. Besides, we also point out that Jia et al.’s pairing-based remote

user authentication scheme is insecure. It suffers from the off-line dictionary attack.

The adversary could calculate out the private secret of legitimate user, and

impersonate to be the legitimate user to login the remote system successfully.
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